Note: (Government) Use Service/Agency Letterhead

(Vendors) Use Company Letterhead

Fax copy to WAWF-RA Customer Support Center

Sample Appointment Letter

For Designating Group Administrators
[Enter the Group Administrator Manager’s name]

[Enter the Group Administrator Manager’s email address]

[Enter the Group Administrator Manager’s phone number]

1.
You are hereby appointed a (select “primary” OR “alternate”) Group Administrator for the WAWF-RA application.  Your span of control includes the following DODAAC (or CAGE) codes.  [List of DODAAC(s) or CAGE codes must be listed here or attached]

2.  You are responsible for the following activities:

a.  Establish hierarchical sub-groups for managing user accounts, as necessary.

b.  Establish organizational e-mail for each DODAAC (or CAGE) code and submit these to the WAWF-RA Customer Service Center

c.  Instruct registrants within your span of control to register.

d.  Activate and update users in your group within one business day of request.

e.  Ensure that requests for user access are valid and assign access at the appropriate authorization and privilege level.

f.  Ensure that subordinate group administrators and alternates are created, as necessary.

3.  As a group administrator, you are a critical part of maintaining system security because you have the ability to grant access to users.  You are responsible for validating the “need to know” of the users that you activate, and would be responsible for de-activating an invalid user.  Ensure that users are who they say they are and that only the privileges necessary to accomplish their job duties are associated with this activated user account.

4.  If a user’s account needs to be de-activated, you are responsible for de-activating that account by following the procedure in the Group Administrator Manual (GAM).  The Manual can be downloaded from WAWF-RA production or from training site.  See link to Software Users Manual.

Signature Block:

Service/Agency Official (or Vendor EB POC)

Email Address

Phone Number

